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Abstract

The cross application research of block cipher andicial
intelligence becomes an important direction becanfs¢he
cognition to Internet, RFID, DRM, quantum commuica.
The intelligent application in trust network canrberged with
Internet and implement in different layers. Furthere, the
intelligent application with block ciphers and kedof
networks is a large scale research direction. \théh same
design principal of stream cipher, block cipher &#SH, the
memory module design with the block cipher must thse
Artificial Intelligence idea. The sound automatienth the
memory module is the simple result of multi-layapplication.
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Cross Application Research to Block
Cipher and Artificial Intelligence

e [ntelligent Applications of Block Cipher
In Different Network Layers

e Introduction
o Cross Application Research
» Different Block Ciphers & Different Modes (TCP/IP)

««.‘Main Results
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Intelligent Applications of Block
Cipher In Different Network Layers (1)

e [ntroduction

* A Dblock cipher is a type of cryptographic systdrattusually strengthen
internet network and wireless networks more segultiis one of most
active directions in published field of cipher algfom and symmetric
key encryption. The weights of symmetric ciphersdoshon Bayesian
maodel.are the necessary studies because of qaaisrvices.
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Intelligent Applications of Block
Cipher in Different Network Layers (2)

o Cross Application Research
* Precise weight of symmetric cipher based on Bayesianodel
* Bayesian model of symmetric cipher

» Bayesian inference is a rational engine for sg\suach problems within
a probabilistic framework, and consequently is theart of most
probabilistic models of weighing the ciphers. Cadlgayesian networks
are identified with theories at the lowest, moshaete level of the
abstraction hierarchy, level TO. We define the siégwf cipher as T2,
T1 is:the_cipher itself and D is the networks eoniment. In Bayesian
model, we can judge the cipher’'s weight accordmgalue ofP directly.
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Intelligent Applications of Block
Cipher in Different Network Layers (3)

e (Cross Appllcatlon Research Al
[I?SEC ..... I q Il’:) g Transport layer
» Precise weight in Bayesian model ol
o Network layer
Block Cipher Cc N
Symmetric ciphers make optimal inferences from |O e el Vs
others’ behavier given knowledge of this relation-
ship The . relationship between preferences and ] Physical layer
choices has been the subject of extensive res@arch Stream Cipher
economics and.psychology.
RFID, DRM

Wireless Networks
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Intelligent Applications of Block
Cipher in Different Network Layers (4)

e Cross Application Research
* The ciphers’ precise weight according to Bayesian nael

* The stream ciphers are often utilized at netwayjet, link layer and other kinds
of networks, such as RFID, DRM, wireless networkse block ciphers are
utilized at transport layer, application layers atider networks. Because of the
stream cipher mode, the block ciphers can user@anstciphers and suit for the
environment of stream ciphers. The number of streipimers is more than that
of block cipher. Because the weight of stream aiphéghter than block cipher,
the stream ciphers are often used at lower layelC®/IP, such as Network
layer, Link layers. Furthermore, the precise categtion of stream cipher
should be researched.

« The weight of-block ciphers is heavier than that ofthe
stream ciphers.
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Intelligent Applications of Block
Cipher in Different Network Layers (5)

The other key (6) * Cross Application Research
TV and Video(5) h 6 . . .
= R « The protocols’ precise weight
7] according to Bayesian model
w _ LN _ * The Internet security protocols are categorized
B, | —/]  Computer securiy(3) by the different layers, which are lighter in top
layers than in lower layers. Meanwhile, in
computer security, the hardware protocols are
@ heavier than OS protocol. The wireless
protocols are weakness and the e-commercial
can be considered as the special application
e-commercial(1) | 4 Wireless security(2) layer of internet. When e-commercial is
b ey N—— focused on e-bank, its.weight is_even heavier
than wireless security.
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Intelligent Applications of Block
Cipher in Different Network Layers (6)

Main Results

Intelligent application of symmetric ciphers is a drection that

uses Bayesian model of cognition science. Becausethwd stream
ciphers are utilized at lower layer meanwhile the lmck ciphers
are utilized at toper layer of TCP/IP. Furthermore, we also study
the intelligent conversion of the symmetric ciphers There are
some protocols go with the application of those wghted cipher
on different.networks by optimal choice.
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PostPHD Direction:
Some Applications of the Cross Research

o Phitosophy:-Bayestan-Models&Cryptography (finished
 tightweight Btock-Ciphersand-the Cross Researchstiel)
s Ouantumahdthe-CressResearch (finished)

o Jrusted-Network-anda-the-CrossResedficinshed)

e (finished, maybe I will publish a block cipher g¢

THE NETWORKS AS THE PLATFORM
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sophy: Cryptography & Bayesian Model

Symmetric Ciphers and Protocols Weigh in Bayesiadel

1\
& Iphers Weigh in Faithful Transmission
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Related Papers

 Lan Luo, Rong Fang, XiangYang Ji, GuoGen Wan, A Study
to the Symmetric Ciphers and Protocols Weigh ind3sn
Model 1JCC, Sept 2010

e Lan Luo, QiongHai Dai, Rong Fang, A Study to the @rh
Weigh in Faithful Transmission( submitted
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Transformation of Block Ciphers in 2 Structures

The block cipher’'s two round structures are initialiginsformed
when they fuse into LFSR. SP structure can be coresidevo F
functions in one Feistel round function which combibeth right
and left of origin data transformation. Furthermotiee round
number linear function and nonlinear function of dteli and SP
structure are compared. The merit of SP structutteaisit can fuse
In LESR as a nonlinear filter without memory.
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Related Paper

Lan Luo, ZeHui Qu, ChaoMing Song, Precise Transformatio
of Feistel to SP Fuse into LFSRSCIE)

Feistel = SP + Memory + Twist
SP = Circlesx Round Founction (Feistel — Tweak — Function)
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Appendices

« A Note to the Block Cipher as Stream Cipher

 Golden Fish: An Intelligent Stream Cipher Fuse Megmor
Modules

« A Middleware Design for Block Cipher Seamless
Connected into Stream Cipher Mode

« . The Intelligent Secure Structure Based on ActivecBl

for Application Layer of Network
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A Note to the Mode of Block Cipher as

Stream Cipher

A Dblock cipher is used as nonlinear function iskiad of
economic method to promote the security. OFB mod&lan
block cipher operating as a stream cipher and CBBemake as
the cipher self-synchronization encipher mechanism.

There is CTR mode that also can convey block ciph&tream
cipher. But the character of string generated bghskind of
mode is even not controlled by designers themselves
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A Middleware Design for Block
Cipher Seamless Connected Into
Stream Cipher Mode

« The block cipher is used as nonlinear functiomaikind of
economic method to promote the security. The middite part
IS a simple way to solve the seamless connect lthek lzipher
operate as a stream cipher. Sometimes, such {figxiland
Scalable model can be named cryptography middleware
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The Intelligent Secure Structure
Based on Active Block Cipher for
Application Layer of Network

« We choose kinds of block cipher algorithms as Huotive
database for intelligent choice on both accesseatittation
and data confidential. The intelligent secure madm
actually is an overlay upon the TCP/IP the samePap
structure. Because of the intelligent choice thé&atfand
security level are optimized.

e 24 block ciphers are transformed to
o, “N=(3X3X3+3X3X2+3X3X3+3X3X1)X8
e =648block ciphers
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Golden Fish: An Intelligent Stream
Cipher Fuse Memory Modules

e Such kind of design (Mi) can be
found at Shabal, Luffa & Keccak
of SHA3

* |Indeed, security trades off the effi-
ciency for current algorithm. Prac-
tically, .the block cipher is applied
as nonlinear function, as an
economicmethod to promote the
security. Furthermore, the
realization of modules Mi, Module
B.and LFSR is highly-flexible and
transformable.
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Thank you for your attention



